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This report collates the thoughts and actions suggested during the third roundtable of this series. 
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                           Executive Summary  

 

The key lessons drawn out from this session are as follows: 

1. Creating a standard of best practice for how to store genomic, and related, data must be a 

goal for the genomic community to work towards: 

a. Genomic data and information have the power to act as a personal identifier, it 

therefore must be regarded as personal information. It is also clear that global 

collaboration will be important to deliver the speed and scale of insight from genomic 

data that is now possible. To do this, we recommend further exploration of where 

guidelines may be required to support the safe and secure collaboration with this 

data, between countries. 

b. A great level of diversity exists amongst the legislation which governs the 

management, storage, and distribution of genomic and personal data. States have 

and will adopt different approached to legislating the protection and management of 

the data. Such approaches must be taken into consideration as they will impact the 

ability to share and use such data on an international scale. 

 

2. In building a global genomics database, cloud technology will be central in enabling such 

large-scale storage and management: 

a. Given the scale of the data required for genomic analysis, cloud technology provides 

a highly effective means for storing, processing, and analysing the data.  

b. Host organisations, using cloud technology, can selectively and securely grant access 

to identified individuals for specific data sets. This means the host organisation retains 

full control on who has access to the data. 

c. Cloud technology also provides the ability to federate data, so data from multiple 

sources can be brought together into a common and consistent platform.   

 

3. Terminology which governs the field of data sharing must be corrected to reflect what is 

truly meant by how the data is stored and access is provided. 
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    Roundtable 3: Post-event report  

 

Global genomics data initiatives are expanding rapidly, and their efficacy has been demonstrated 

during the COVID-19 pandemic. Whilst the world prepares for the next global health crisis, it is 

imperative that the genomic community explore how genomic data is collected, stored, processed, 

and integrated with other datasets. And importantly, what is meant by those terms.  

The argument that data sharing has become an essential business practice is not novel however, it 

presents many ethical challenges and discussion points that must be addressed to maximise the 

potential of a global genomic collaborative effort. From a far the intentions and benefits may appear 

evident nonetheless, creating a global infrastructure to which genomic data will be contributed, 

accessed, and analysed, presents many cross-border, legislative and governance centric challenges. 

To grasp the full extent of the opportunities afforded by collaborative effort with genomic data, 

organisations will need to navigate these different approaches to protecting genomic data.1 

The third roundtable in this series, provided the opportunity to address many of the questions and 

alleviate some of the uncertainty and scepticism that surrounds the topic of big data and data access. 

What is the ‘cloud’? What is meant by ‘data sharing’? Can we use technology to democratise access 

to genomic data whilst maintaining security and privacy? Amongst many others, are questions many 

have often wondering but not necessarily vocalised. This session therefore provided the opportunity 

to dispel much of the misinformation or lack of clarity that surrounds many of these questions.  

The future of genomic databases  

In short, cloud computing is the on-demand delivery of IT resources over the Internet with a pay as 

you go pricing model. Instead of each institution, for example, buying, owning and maintaining 

physical data centres and servers, through the cloud, one can access the most up-to-date technology 

as needed on demand.  

In discussing the mechanism for storing, processing, and analysing large volumes of genomic data, 

cloud technology presents the most cost effective, secure, and flexible options. It is already being used 

around the world to securely store and process data, providing researchers with secure and controlled 

access to databases. In building a global genomics database, the cloud will therefore, logically play 

a central role in enabling such large-scale storage and management. It is therefore crucial to 

understand what is meant by using to the services provided by the cloud and diffusing a lot of the 

confusion which currently surrounds such technology.  

As the field of genomics and related research continues to expand and evolve, it is vital to keep in 

mind that the scale of data storage required for genomic, and related, data analysis is now reaching 

exabytes. Therefore, cloud technology provides the data management tools that are suitable for 

handling these large volumes, with its almost infinitely scalable storage. Again, if a global genomics 

 
1 Kalkman S, et al., (2019) ‘Responsible data sharing in international health research: a systemic review of principles and 
norms’ 20 BMC Medical Ethics, 1. 
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infrastructure is to be developed, cloud technology will have a central role. It will play such a central 

role also because it democratises access to data and powerful analytical tool. 

The cloud and the management of security protocols and policies 

Institutions which control genomic data are understandably concerned about the security of their 

data. Such concerns also surround what is truly meant and understood by terms such as ‘data sharing’. 
Posing questions such as, how is the data shared? With who? Why? One key feature of cloud 

technology is that is provides the ability to federate data and then separate the applications layer from 

the data itself. This separation thus enables for the host organisation to selectively invite individuals 

to access specific data sets. This is done without the data being distributed or ‘shared’.  

Genomics institutions should seek cloud technology options which comply with international best 

practice standards for security. With the cloud technology provider ensuring the security of the cloud, 

the host organisation is responsible for securing the way that the technology is used. This includes 

determining the permissions for accessing the data. It is within the power remit of the host to grant 

permissions to access the data. This enables the host institution to selectively provide access to the 

stored data, if determined suitable.  

Furthermore, taking into consideration the rate at which the field of genomics is expanding, for 

example in the wake of the Covid-19 pandemic, the amount of insight that is going to be generated 

over the next decade is going to be too much for one organisation to independently manage, 

sequence, process and analyse. One group or a handful of groups cannot do it all, and it will require 

smaller, agile groups looking at specific problems to really accelerate this field. This can allow 

exponential insight into that data through selective access. Given this anticipated growth in the scale 

of data to be stored and analysed, organisations can make use of the flexible and scalable storage and 

computing power provided by cloud technology, meaning they do not need to guess how much they 

will need for future years. 

In addition, for the true potential of genomic data to be maximised and realised interoperability is 

essential. Organisations will need to determine how best to standardise the data they are using. 

Without standardisation, in the long run, the ability to have interoperable data sets will be render 

more difficult. Such efforts are reflected through the work of the Global Alliance for Genomic and 

Health (GA4GH), for example.2  

What is truly meant by ‘data sharing’? 

Scepticism surrounding how access will be provided to such data has arguably been fuelled by using 

terms such as ‘data sharing’, for which no holistic and shared understanding exists enabling for 

misunderstanding and misinformation to develop and spread. The transfer of data outside of trusted 

research environments, is now greatly controlled. Encryption enables data to be protected during 

transit. Thus, the term ‘data sharing’ provokes more confusion than it does relief. The data therefore 

remains within the confines of the region, or country within which it is encrypted, ensuring there is no 

 
2 Global Alliance for Genomic and Health, (2014) ‘Framework for Responsible Sharing of Genomic and Health-Related Data’ 
Available at: https://www.ga4gh.org/wp-content/uploads/Framework-Version-10September2014.pdf (accessed 17 May 

2021). 

https://www.ga4gh.org/wp-content/uploads/Framework-Version-10September2014.pdf
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dismissal of the relevant data protection legislation. Terminology which governs the field of data 

sharing must therefore be corrected to reflect what is truly meant by how the data is stored and 

access is provided.  

How is the collected data managed?  

In utilising cloud technology to store the gathered genomic data, multiple options are available with 

regards to how the data is managed. Ultimately it is dependent upon the wants and needs of the 

institution or organisation in question. For example, a third party may be chosen to manage the data 

of an institution. Nonetheless flexibility exists and the ability to separate the analytics from the data 

is a presented option, thus providing the institution with more options. The wants and needs of 

institutions will vary one from the other, therefore the inbuilt flexibility, which is provided by cloud 

technology, enables institutions to monitor their datasets in the manner that best suits them.  

Big data and genomics, the legislative considerations 

“Genomics researchers worldwide are increasingly dealing with vast data sets gathered by consortia 
spanning many countries.”3 Given this expansion has occurred rather rapidly, many are unclear as to 

how to best protect people’s privacy and how to comply with international and national data-

protection laws, regulations, and guidelines. This is rendered more complicated and difficult to 

navigate based upon the ever-evolving legislative landscape. It is crucial therefore to establish what 

the key considerations must be when addressing questions regarding data protection and sharing.  

In creating and granting access to a database of collected genomic data, there are inherent privacy 

and security considerations. Such considerations have been debated and discussed for some time, the 

present-day limitations lie in creating a legislative or regulatory framework that most stakeholders are 

subscribers to. Existing precedent within the legislative and regulatory frameworks of states or 

regions, has the potential to inform a shared consensus on the best mechanism for supporting secure 

access to genomic data. 

The differences that lie for example between the regulations laid out through GDPR legislation, versus 

the HIPPA guidelines found in the United States (US), highlight the how truly complicated it is to 

generate legislative consensus between states. Furthermore, as highlighted by ‘The GDPR and 
genomic data’ report produced by the PHG Foundation,4 much debate surrounds whether GDPR 

enables the sharing of genomic data on the scale that will be required in the future.   

The international genomic community should continue discussions into the most effective 

mechanisms for collaborating with respect to genomic data. Explored in this roundtable where many 

of the areas of vulnerability which are present within large genomic datasets and databases which, 

without adequate protection, have the power to not only be abused but also lose most of the fleeting 

public trust awarded to the field. A good example is the ‘Framework for Responsible sharing of 
Genomic and Health-Related Data’ developed by the Global Alliance for Genomics and Health 

 
3 Phillips M, Molnár-Gábor F, et al., ‘Genomics: data sharing need an international code of conduct’ [2020] Nature, 
Available at: https://www.nature.com/articles/d41586-020-00082-

9?utm_source=fbk_nnc&utm_medium=social&utm_campaign=naturenews&sf229625662=1 (accessed 17 May 2021). 
4 PHG Foundation, (2020) ‘The GDPR and genomic data’ Available at: https://www.phgfoundation.org/documents/gdpr-

and-genomic-data-report.pdf (accessed 17 May 2021).  

https://www.nature.com/articles/d41586-020-00082-9?utm_source=fbk_nnc&utm_medium=social&utm_campaign=naturenews&sf229625662=1
https://www.nature.com/articles/d41586-020-00082-9?utm_source=fbk_nnc&utm_medium=social&utm_campaign=naturenews&sf229625662=1
https://www.phgfoundation.org/documents/gdpr-and-genomic-data-report.pdf
https://www.phgfoundation.org/documents/gdpr-and-genomic-data-report.pdf


8 

 

(GA4GH) however,5 the difficulty lies in convincing international actors, organisations, and 

government to subscribe to such a framework.  

It is vital keep in mind however, that legislation is an evolving body. In its race to keep up with 

technological advancements and enable preparation for the next global health crisis, virus or 

pandemic, the European Commission is looking into creating a trustworthy, patient-centric ‘European 
health data space’.6 This would ease many of the apprehensions created by GDPR compliance and 

regulation. The need for accessible data is now recognised as being a pressing matter and the cloud 

enables for such ‘health data spaces’ to be created, secured and monitored.  

Key considerations for the future 

All they fit outside of the remit of this third session, the following are points raised that warrant 

consideration and reflection: 

• The governance of the data in the future and this means for the role of the practitioner 

• The rate of technological development is occurring at such a rate that junior doctors and 

medical students must be educated to ‘keep-up’ with such developments, and how they will 
impact their roles as practitioners 

• Engaging the public, and developing public trust, will play a crucial role in ensuring the 

development of genomic database is ever-evolving continuous  

Conclusion 

Building upon the explored themes during the third roundtable of this State of the Globe series, it is 

undeniable that given the present-day rate of expansion of genomic, and related, data that is being 

collected, cloud technology provides the required scalable and flexible storage, computing power and 

ability to create trusted research environments. Cloud technology also democratises access to the 

latest technology so all organisations can benefit from it. 

 

In moving to cloud technology, institutions can work with providers to ensure they are accessing the 

full range of benefits it offers, for example, the ability to determine who can access the data base and 

data sets without having to worry about unlawfully distributing the data. This enables for institutions 

to ease their concerns regarding the legal parameters within which they monitor the collected data.  

 

As explored and determined through the discussions held during this session, upon understanding 

that cloud technology has the capacity to play a central role in the future of genomics, and related, 

data storage the following must be kept in mind. Given the sensitivity of genomic data, international 

organisations should explore the most secure mechanisms for providing appropriate access to it, in a 

consistent way across the genomic community. Finally, the terminology which governs the field of 

data sharing must be corrected to reflect what is truly meant by how the data is stored and access is 

provided. 

 
5 GA4GH [2014]. 
6 Fortuna G [21 December 2020, Euractiv] ‘EU grapples with building a ‘house’ for health data’ Available at: 
https://www.euractiv.com/section/health-consumers/news/eu-grapples-with-building-a-house-for-health-data/ (accessed 

19 My 2021). 

https://www.euractiv.com/section/health-consumers/news/eu-grapples-with-building-a-house-for-health-data/
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